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About the Study

The study also includes DEJ's trending
data collected from tens of thousands
of organizations around different
issues related to monitoring and
improving the performance of digital
services since 2010.

The study doesn't
mention any
technology vendors *

All recommendations
included in the study are
based on the analysis of
survey data.

The study will be
promoted to more
than 500K end-users
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Participants by
company size - Large
- 44%; Medium - 37%

Participants by
geography — NA -
58%, EMEA - 237%.

All averages
calculated for the
study are based on
average company size
of 1,219 employees.

The findings of this study will be used as a foundation for DEJ's upcoming
* Visibility COREscape report that will provide an -in-depth vendor

evaluation
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Where we are and how we got here

Satisfied with overall performance of digital services
Ability to resolve issues in timely manner

Ability to prevent incidents

F et

Business impact

\

\

2010 2012 2015 2017 PAONRS) 2021 2023
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Key factors impacting visibility over the last 3 years

71% 63% 66% 47%

- Amount of Increase in
Increased importance Limitations of change in IT cloud native
of monitoring from manual work environments adoption

users’ perspective

o 0/ Enabling remote el f
. O/ importance o
o 57 @ and hybrid work 60/3 visibility in pre-
production O/
Complexity of Number of blind 4 O o

Cy managing 10/ Mo
8 o o spots on digital
Increased amount, 4 Leiuolc 5 delivery chain

velocity and
cardinality of data Lack of visibility 55% Inefficient process Lack of capabilities

performance

o/ . i for incident
into the impact of
5 7 /o fier e management 1{e]§ Kul?err)etes
= business results monitoring
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Definition of Top Performing Organizations (TPO)

Top Performing Organizations All others
(20%)

Percent of performance
issues that are proactively 37%
detected

Average Mean Time to

Resolution (MTTR) per 41 minutes 201 minutes (3.7 hours)
incident

Percent of IT budgets
available for growth and 56% 29%
innovation

‘ TPO class is defined with the 2 | Toprovide recommendations to ‘ All key TPO capabilities are
goal to identify practices of ‘all other” organizations, DEJ grouped in 4 categories -
these organizations that allow identified TPOs capabilities that Strategy, Process,
them to outperform their have the strongest impact on Organization and Technology
peers their performance

DEJ's research shows no correlation between companies’ sizes, industry sectors or geographical location and their representation in
the TPO class
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Key Underlining Issues for Suboptimal Performance

2

Top Performing Organizations are more likely to
focus their visibility efforts on improving user
experience and enabling innovation, while other
organizations are primarily focused on availability
and troubleshooting

Lack of an
enterprise-wide,
strategic approach

The study shows that lack of visibility into performance of
digital services has an enormous impact on goals that are
very high on business and IT executives' agendas.
However, only 16% of organizations are taking a unified,
enterprise-wide approach for managing their visibility
initiatives.

Velocity and the amount of change they are
experiencing are driving organizations to adopt a
different approach for understanding the alignment
of their visibility initiatives with broader technology
and business trends.
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Top desired outcomes from improving visibility )} ="
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M Top Performing Organizations (TPOs)  m Others

Service reliability / availability ‘—88%

Optimize cost | owwm 93Y,
IMprove troubleshooting Process | —— OO e 879%

Manage user experience | — 30%,

Enable deployments of new technologies and services | — 419

Proactively detect potential incidents | mmm— 37 61%
Resilience oo 6% 46%
Developer productivity and experience | e 2600 49%

Enable shift-left [ — 49

Enable continuous improvement | g 190p 41%
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Executives’ perception of the value of Visibility

m High importance for executives W Perceived high impact of Visibility

- NN me 7%

Reducing inefficiencies S 36

- NN o7 %

S O X e | — 46%

- EEE——— s 96%

Enhancing revenue sources
& 0 39%%

- s 88%

Ability to adapt to change e —tTT

- NN amm 74%

R L ——TT

T s 69%
B 18% i

Time to market

- IS s 52%

Enabling modernization ——T T
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The Real impact of Visibility on Business Goals

Time to market

$32.5 million — average annual loss due to
performance related delays in releases of
digital services

65% of delays in releases of digital services
are due to inability to identify root cause of
performance issues

Enabling modernization

$24.8 million — average annual cost of not
acting around cloud management

62% of organizations reported that lack of
visibility into how cloud resources are being
used as a key challenge

Ability to adapt to
change

40% reported a decline in a competitive
position due to changes in customer
expectations

56% reported an inability to adopt new
technologies due to a lack of visibility
capabilities for managing dynamic and
complex environments

Reducing inefficiencies

$33.8 million — average annual loss due
time spent on resolving issues with
performance of digital services

67% reported a lack of visibility into root
cause of performance issues as a key
challenge

Enhancing revenue
sources

$24.1 million - average annual loss due
application downtime and slowdowns

72% reported a lack of capabilities for
preventing performance issues before users
are impacted

Employee enablement

$3.7 million - average annual cost of
employee churn due to poor experience and
satisfaction

81% reported a lack of capabilities for
visibility into employee experience

Customer satisfaction

59% of customers switched to competitors
due to poor digital experience

65% reported a lack of visibility into entire
internet stack
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Key reasons for “blind spots” on digital delivery chain

Siloed IT data performance data
Lack of visibility into true user experience
Increasing number of interdependencies

Lack of visibility into cloud performance

Fragmented visibility tools / lack of single source
code solution

Increase in network complexity

Cost and scalability issues are causing important
data not to be captured

Ineffective capabilities for log analysis

Lack of visibility into APl performance

W 64%
- 64%
W oe0%
- @ 55%

- 0 54%
W A%
W 11%
W A0%

W 36%
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Vendor Selection

$3.6 mil

Average annual spend on
visibility capabilities that are

276
/2%
of IT and business executives
are not aware of all visibility

tools that are being deployed
in their organizations

2.4X

More likely to be using “impact
on business outcomes” as a
key selection criteria by TPOs
as compared to all others

not being used

BEJ
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3.6

Different visibility solutions
deployed, on average, before
organizations identify the one

that is the best fit for their needs.




“Why do we need another monitoring tool?"

Reported that their
organization doesn't
need more monitoring
tools

Reported that
changes in their Reported

55% IT environments 57% increase in new

areas and
are driving a domain they
need for new

monitoring have to monitor
capabilities

Reported
inability to make
a business case

Reported
increasing

68% drl\(i%rg?kl\eexgged 65% ey

challenge for

for new visibilit
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3.3%

Less likely to report a
lack of executive buy-
in for investing in
visibility capabilities by
TPOs




10 key principles

A current state of the market calls for a fundamentally different approach and DEJ's analysis of TPOs practices helped identify 10 key

principles on winning strategies for improving visibility into performance of digital services.

Intelligent
automation & Al

Business context Holistic

Context User's perspective

Proactive & resilient ~ Observability & Empowering Strategic Aligning tools, teams,
data management Developers and processes

The following section of the document includes research findings behind each of these 10 principles.
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Top Performing Organizations (TPOs) are... .

Less likely to experience discrepancies between

Less likely to report that their visibility data is not 67% 3 OX metrics that IT is using and actual user
actionable or relevant experience °

More likely to identify right tasks and processes More likely to provide visibility insights that can be

that should be automated while providing users used for making business decisions

control and transparency

More likely to prevent performance issues 2 2y 87% Less likely to report “blind spots on a digital
before users are impacted ; delivery chain” as a challenge

_ _ ) More likely to be deploying processes for continuous
More likely to report “increasing amount of data learning and improvement when dealing with

as an advantage rather than a challenge performance incidents

8 0/ More likely to report that visibility capabilities are
27 e . .
driving improvements in developer experience
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Attributes of TPOs - Context .

As aresult of having these strategies, TPOs 81%  More likely to prioritize performance incidents
. . (o) .
are more likely to report measurable benefits based on the impact

More likely to have the ability to connect incident

detection with a path to the resolution

4.0x

72% More likely to be able to correlate data from
different domains

More users
managed per
IT FTE as More likely to be deploying context-based alerting
compared to

all others

2 6 More likely to have the ability to identify and
engage relevant stakeholders
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Anatomy of the cost of not acting around user i
experience management - “hard” cost only

® Inability to optimize cost of IT
resources and assets

m Cost of employee turnover

B Operational cost and efficiency of IT
staff

B Missed growth opportunities due to
inability to effectively adopt new
technologies

m Revenue loss due to IT performance
incidents

m Cost of customer acquisition

Copyright © 2023 Digital Enterprise Journal



Business impact due to a lack of visibility

46% : Cost of outages

+ Operational cost

Cost / revenue loss due to service
downtime +

Operational cost of managing
performance digital services that can
be mitigated

54% : User experience
+ Inability to innovate

Cost / revenue loss due to inability to
manage user experience +

Cost / revenue loss due to
ineffectiveness in releasing new
digital services and / or adopting new
technologies
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Interest in deploying Al and/or ML powered
visibility solutions

2019

2020

2021

2022

2023
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Deploying automation capabilities

Of organizations are Reported that is no longer  Reported they are
looking to make incident humanly possible to looking to automate
resolution process(es) effectively manage network just a path to
repeatable performance without strong remediation, but not
automation capabilities entire remediation
process

Copyright © 2023 Digital Enterprise Journal

Reported that quality and a
lack of context of data are
the key obstacles for
automating more visibility
tasks



Attributes of TPOs - Business-centric approach

As a result of having these strategies, TPOs

are more likelv t t ble benefit 3.2X More likely to be correlating IT performance
y toreport measurable benetits with business metrics

More likely to have the ability to intelligently optimize

resource utilization and performance

3.8x

More likely to
generate new
revenue from

77% More likely to be able to correlate IT
performance with business services

) More likely to be leveraging Service Level Objectives
digital (SLOS)
services as
compared to
all others

80%  More likely to have the be conducting
assessments of service delivery risks
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Average annual loss due issues with

Empowering Developers ‘ $914 mll_ developer experience related to a lack of
visibility

Of organizations are looking

\ Reported that removing to deploy new monitoring
72% barriers to release (0 capabilities for developers in
velocity is their key goal 6 1 /Q next 12 months

Reported that monitoring
capabilities have direct impact
on developer experience

Reported their
o Are looking to empower monitoring
517 developers for full- capabilities are

service ownership not aligned with
Dev workflows

Looking to reduce -: -

technical knowledge
required for developers

Reported increasing
frequency of code

Reported they lack

to find the right balance changes as a key visibility into Kubernetes
between velocity and driver for improving performance
reliability monitoring

competencies
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Monitoring for Developers

Of Developers described  Of Developers are not Of Developers are
the impact of monitoring satisfied with monitoring looking to get more
capabilities on their capabilities they are visibility into user
productivity and currently using experience for digital
experience as “Strong" or services they are
“Very Strong” building

Copyright © 2023 Digital Enterprise Journal

Of monitoring solutions

used by Developers are

not purchased as a part
of enterprise-wide
visibility initiatives
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Key drivers for adopting Observability solutions

_ . _ 57%
Adoption of cloud native technologies e

- TS s 59%

Increased amount of data to be processed 57%
B 6

- TS s 45%

Ineffectiveness of existing monitoring solutions 53%
IS . 6

TS s 59%

Improving developers' / engineers' productivity 61%
S = 6

I Tl 39%

Complexity of managing network performance . 2Y%

- HEEN . 41%
I 38%

m 2023 w2022

Maximizing value of open source solutions
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The impact of Visibility on cloud native environments

Challenges

After deploying solutions for cloud native
observability and/or Kubernetes monitoring

Average increase in time spent on low-value
tasks by developers and engineers after
adopting cloud native

PASY:

Average improvement in time spent on high
value tasks

69%

Average increase in MTTR per incident after
adopting cloud native

44%

Average improvement in release times

65%

Percentage of engineers and developers
reporting that their satisfaction declined
after adopting cloud native

37%

Average decrease in MTTR per incident

2.2X

Average increase in number of alerts that
are not relevant nor actionable after
adopting cloud native

55%

Average decrease in developers’ and
engineers’ churn

38%
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Attributes of TPOs - Teams, Tools, and Process i

89% More likely to have visibility into change
impact

More likely to include continuous learning
and postmortem analysis into their

incident management strategies

As a result of having these processes in place,

TPOs are more likely to report measurable benefits

More likely to have visibility into
2 1X 2.3X  productivity and experience of remote
. employees and teams

73% More likely to be deploying automated
Faster runbooks

reaction to
More likely to | dIT . . o
reducey unepzlggpseas . More likely to be deploying visibility
operating cost compared to 65%  solutions with integrated collaboration
for managing all others capabilities

digital services
More likely to be using reliability of
visibility solution as a selection criteria
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Cost of not acting

Release velocity User experience

Average annual loss due to
time spent on resolving issues
with performance of digital
services

$33,790,000

$32,570,000 $17,170,000
Average annual loss due to Troubleshooting & resolution Average annual loss due to not

performance related delays in managing user experience
releases of digital services

Copyright © 2023 Digital Enterprise Journal. All Rights Reserved.



Key Takeaways I e

DEJ's research shows two major certainties: 1) the business impact due to a lack of visibility is constantly growing; 2)
more than a decade worth of experience provides solid proof that playing catch up and approaching this issue a certain
way is not working. This calls for a fundamentally different approach based on 10 key principles identified in the study..

Visibility into performance of digital services is an area that
should be a part of boardroom agendas. Discrepancies
between perceived and actual business value of visibility
are significantly impacting business results

There is a major need for monitoring capabilities that
are aligned with developers' workflows

The amount and velocity of change and increasing Organization should rethink their vendor selection

2 complexity are “answering” the ever-present processes and center their approaches around two
question - "why do we need another monitoring key areas - impact on business outcomes and the
tool?” best fit for their use case(s).

Improving user experience and reducing inefficiencies to

support innovation have a stronger business impact than
traditional value areas, such as cost optimization and

mitigating service outages.

User experience should be a key goal of visibility
initiatives, but that is an area where "you can't
manage what you can't measure” is very applicable.

DEJ's research shows a disconnect between The monetary and competitive impact is rapidly

% business and technology executives and IT o progressing to the point where organizations, if they
[)ractmoners which leads to significant business don't transform their approaches for managing visibility,
oses.

won't be able to execute their core business strategies
Copyright © 2019 Digital Enterprise Journal



About DEJ
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Bringing together the most advanced concepts from analyst research and media industries

DIGITAL ENTERPRISE JOURMNAL

dors differentiators
Long publishing ¢
“‘One size fits all” a
Costly accessto cf
in market dynamics
ary survey research

Non engagingcon

dorandtechnology
coverage

Engaging contentfo
e of market dynamics
bn primary research
Frequentpublishing
ords and “hot" topics
ertise aboutvendors

Free contentdriving

Biz model aligned wi
marketing
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Focus on business outcomes

Methodology framework leveraging a
multi-step approach to connect vendor's
differentiators with business outcomes

Situational analysis

Providing actionable recommendations
to user organizations based on their
individual requirements

User Insight Platform

Ongoing, personalized approach for
research data collection and analysis

Business model

Ability to continuously leverage up-to-
date research in each stage of the buying
cycle & sales funnel


https://www.dej.cognanta.com/contact-2/
https://www.dej.cognanta.com/contact-2/
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